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AN ACT

To amend chapter 407, RSMo, by adding thereto one new section relating to transfer of

personally identifiable consumer information, with penalty provisions.

Be it enacted by the General Assembly of the state of Missouri, as follows:

Section A.  Chapter 407, RSMo, is amended by adding thereto one new section, to be

2 known as section 407.1510, to read as follows:

407.1510.  1.  As used in this section, the following terms mean:

2 (1) “Consumer”, an individual who is a resident of this state;

3 (2) “Data broker”, any legal or commercial entity that collects, assembles , or

4 maintains personally identifiable information about a consumer for the sale, transmission,

5 or provision of access to any third party, whether that collection, assembly, or maintenance

6 is performed by the data broker directly, by contract, or subcontract with any other entity;

7 (3) “Personally identifiable information”, any information that identifies, relates to,

8 describes, or is capable of being associated with a consumer, including, but not limited to,

9 the following:

10 (a)  Any persistent identifier;

11 (b)  Driver’s license number, social security number, or other unique identification

12 number created or collected by a government body;

13 (c)  Education or employment history;

14 (d)  Financial account number, credit card number, debit card number, or any

15 other financial information;

16 (e)  First and last name, initials, or some combination thereof;

17 (f)  Insurance policy number;
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18 (g)  Mailing address, email address, or telephone number; and

19 (h)  Physical characteristics or description.

20 2.  No person or entity shall disclose, provide, or otherwise make available  the

21 purchasing history of any individual consumer in combination with personally identifiable

22 information of that consumer to a data broker without first obtaining written consent from

23 the consumer to disclose such information.  Obtaining such consent shall not be a condition

24 for any transaction between a consumer and a person or entity.

25 3.  Consent obtained for the purposes of this section shall be valid indefinitely but

26 may be revoked by the consenting consumer in accordance with subsection 5 of this section.

27 4.  Any person or entity seeking to disclose, provide, or otherwise make available

28 personally identifiable information to a data broker shall maintain instructions for a

29 consumer on how to revoke  consent under the privacy policy section on the person or

30 entity’s website.

31 5.  Any consumer whose privacy is breached by a violation of this section shall have

32 a cause of action against the person or entity which disclosed the information and the data

33 broker that received the information.  Damages of such action shall include:

34 (a)  The greater of actual damages or statutory damages of one thousand dollars per

35 plaintiff; and

36 (b)  Costs of maintaining the action, including reasonable attorneys’ fees.

37

38 In addition, punitive damages may be awarded.

39 6.  Violation of this section shall be a class A misdemeanor.  The attorney general

40 shall have original jurisdiction to enforce the provisions of this section.
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